HNudopmannonnas naMsiTka /sl HeCOBEPLICHHOICTHHX 110 BOIPOCcaM KH0ep0e30IacCHOCTH B

ceru «MHTEpHED

KoMIbIOTEepHbLIE BUPVCHI

KoMmnbioTepHblii  BUPYC - 93TO  Pa3HOBUIHOCTh KOMIBIOTEPHBIX MPOrPaMM,
OTJINYUTENIBHOM OCOOCHHOCTBIO KOTOPOHW SIBISETCSI CHOCOOHOCTh K Pa3MHOXXEHHUIO
(xonmupoBaHui0). B jgomosiHeHHE K ATOMY, BUPYCHl MOTYT MOBPEIUTH WM TOJTHOCTHIO
YHUYTOXXUTH BCe (haliiibl U JaHHBIE, MOJKOHTPOJIBLHBIE TTOJIH30BATEII0, OT UMEHH KOTOPOTO
OblIa 3amylieHa 3apak€HHas MporpaMma, a TakXke MOBPEAUTh WIM JaXe YHHUYTOXUTh
OTIEPAIIMOHHYI0 CHCTEMY CO BceMu (ailamu B 1ieoM. B OoOJBIIMHCTBE CilyuyaeB
pacipoCTPaHSIOTCSA BUPYCHI UEPE3 UHTEPHET.

MeToabl 3alIUTHI OT BPEIOHOCHBIX MPOrpaMM:

1. HUcnonb3ylhi  COBpEMEHHBIE  OINEPAIIMOHHBIE CUCTEMbI, HMMEIOIIUE
CEpbE3HBIN YPOBEHB 3AIMUTHI OT BPEAOHOCHBIX IPOTrPaAMM;

2. [TocTtossHHO ycTaHaBnuBail maTyu (UUGPOBBIC 3aIJIATKH, KOTOPHIE
ABTOMATUYECKU YCTAaHABIMBAIOTCS C IEJbI0 JOPaOOTKH MPOrpamMMbl) U JpYyrue
OOHOBJIEHUS CBOEH omepanMoHHOM cucteMbl. CkauMBail HMX TOJNBKO C
opurmanbHoro  caira  pazpaborunka OC. Ecam  cymiecTByeT — pexum
aBTOMAaTHUYE€CKOTO OOHOBJICHHUS, BKJIIOUH €T0;

3. PaGoTtaii Ha cBoeM KOMIIbIOTEpE MO TMpaBaMH MOJb30BaTElNsA, a He
aIMUHUCTpATOpa. ITO HE TO3BOJMUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpamMm
MHCTAJUIMPOBATHCS Ha TBOEM MEPCOHAIIBHOM KOMITBIOTEPE;

4, Hcnonp3yidi aHTUBHUPYCHBIE MPOTPaMMHBIE MPOIYKTHl H3BECTHBIX
IIPOU3BOAUTENICH, C aBBTOMAaTUUYECKUM OOHOBJICHHEM 0a3;

d. Orpannyb GU3NYECKUH JOCTYM K KOMIIBIOTEPY AJI IOCTOPOHHUX JIUIL;

6. Hcmonws3yii BHemHWE HOCUTENH WH(OpMaNWU, Takue Kak (dierika,
nuck uim ¢aiin u3 UatepreTa, TONBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

1. He oTkpeiBaii koMmbroTepHBIC (ailiibl, MOTyYEHHBIE W3 HEHAIEKHBIX
UCTOYHUKOB. J[axke Te (paityibl, KOTOpPBIE MpHUCIIAT TBOW 3HAKOMBIN. Jlydie yTounu y

HCTO, OTIIPABJIAJI JIX OH TeOe ux.

Cern WI-FI

C mnomompto WI-Fi  MOXHO TONYyYuTh OCCIUIATHBIA HWHTEPHET-IOCTYI B

oOllleCTBEHHBIX MecTax: Kade, OTelsix, TOPrOBBIX IEHTpax u al’pomoprax. Tak xe



ABJIAETCS OTJIMYHOM BO3MOXKHOCTBIO Bbixoza B MHTepHeT. HOo MHOTHE 3KCIIEpPThl CUUTAIOT,
yto obmeaoctynubie WiFi ceTu He sBisitoTCst 06€30MacHBIMU.
CoBeTbI M0 6€30MACHOCTH PadOTHI B 0011e10CTYNMHBIX ceTax Wi-fi

1. He nepepaBaii cBOW0 JMYHYI0 HH(pOpMAIUIO 4yepe3 OOLIEAOCTYIHbIE
Wi-Fi cern. Pabotas B HUX, )eJIaTeIbHO HE BBOJIUTH MApOJIM JOCTYIIA, JJOTHMHBI U
KaKue-TO HOMEpa;

2.  Hcnonap3yih U OOHOBISI aHTUBUPYCHBIE HPOrpaMMbl U OpaHIMay?p.
Tem cambIM ThI 006€30macHIIIb ce0s OT 3aKaYKU BUPYCa Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonws3zoBanuun Wi-Fi otkmoun ¢ynkuuio «OOmmi goctyn K
daiinam u npuHTepam». JlaHHas QYHKUUS 3aKpbiTa O YMOJYaHUIO, OJIHAKO
HEKOTOpbIE MOJb30BATENN aKTUBUPYIOT €€ 1Sl y100CTBa MCMOIb30BaHUs B paboTe
i yue0e;

4, He wucnonw3yit nyonuunsii WI-FI nns mepenaum JAUYHBIX JaHHBIX,
HanpuMep, JUIsl BBIXO0J1a B COIMATIbHBIE CETH WM B AJIEKTPOHHYIO MOYTY;

5. Ucnons3yii Tonbko 3amuineHHoe coeauHenue uepe3 HTTPS, a ne
HTTP, 1.e. npu HaGope BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOunsHOM Tesnedone otkmoun ¢pyHkuuto «Ilogkmouenune k Wi-Fi
aBTomaTtudeckuny». He pgomyckail aBTOMaTHYECKOTO TMOJKIIOUEHUS YCTpPOMCTBA K

cerssM Wi-Fi 0e3 TBoero corjacus.

ConvaJibHbIE CeTH

CommanpHasi CeTh - 3TO CalT, KOTOPBIH NPEIOCTaBISET BO3MOXKHOCTH JIFOJISIM
OCYIIECTBIIATH OOIICHWE MEXIy co0oil B MHTEepHeTe. Yale BCero B HUX IS KaXJIOTO
YeJIOBeKa BBINEISCTCS CBOS JIMYHAS CTpaHWYKAa, HAa KOTOPOM OH YyKas3blBaeT o cebe
pa3nuuHyr0 HWHQOpPMAIWIO, HAaYyWHAs OT WMCHH, (aMUJIMM W 3aKaHYWBas JIMYHBIMU
dororpadussmu. MHOTHE MONB30BATENIM HE MOHUMAIOT, YTO WH(OpMAIUs, pa3MelIeHHAs
UMHU B COIIMAJIBHBIX CETSAX, MOXKET OBITh HAW/IEHa W HCIOJh30BaHA KEM YTOJHO, B TOM

yuclie He 00s13aTeJIbHO ¢ OJaruMu HaMCPCHUSAMMU.

OcHOBHbBIE COBETHI 10 0€30MACHOCTH B COIIHAIbHBIX CETHAX:

1. Orpanndp CHUCOK Apy3ed. Y TeOsS B Jpy3bsIX HE JOJDKHO OBITH
CJIy4ailHbIX U HE3HAKOMBIX JIFOJEH;

2. 3amumaii CBOIO YacTHYIO JKW3Hb. He ykaspiBail mapoiu, TenedOHBI,

aapeca, JaTy TBOEro POXICHUS UM JAPYryl0 JIMYHYK0  HH(OpMaiuio.



37M0yMBIIIUICHHUKH MOTYT MCIOJIb30BaTh Jake MHPOPMAIMIO O TOM, KaK Thl U TBOH
POIUTENH TUIAHUPYETE MPOBECTH KAaHUKYJIHI,

3.  3amuuiail cBOIO pemyTauuio - JEpKU €€ B YHMCTOTE U 3ajaBail cebe
BOMPOC: XOTeN OBl ThI, YTOOBI IPYTHE MOJIB30BATEIH BUICIN, YTO ThI 3arpy’Kaciib?
[Toxymaii, mpesxe 4eM 4To-TO OIMyOJIMKOBATh, HAMCATH U 3arPy3UTh;

4.  Ecam TBl TOBOPHIIb C JIOJbMHU, KOTOPBHIX HE 3HACIIb, HE HCIONB3YH
CBO€ peambHOE MMs U JAPYTyI0 JUYHYI0 HHQOpPMAIMH: UMS, MECTO XKUTEIbCTBA,
MeCTO y4eObl U Ipoyee;

5. UzGeraii pazmemenus ¢ororpaduii B IHTEpHETE, TOE ThI M300paxeH
Ha MECTHOCTH, TI0O KOTOPO MOYKHO OIPENEITUTh TBOE MECTOIOIOKEHHUE;

6. Ilpu peructpanmu B COLMAIBHOW CETH HEOOXOIUMO HCIIOJIB30BaTh
CJIO’KHBIE TApOJIH, COCTOSIINE U3 OYKB U IIU(P U C KOJTMYECTBOM 3HAKOB HE MEHEe
8;

7. i couuanbHOHW CceTH, TOYTHl M JAPYTUX CaHTOB HEO0OXOIUMO
UCTIOJIh30BaTh pa3Hble Mapoyid. Torma ecinu Te0s B3JIIOMAIOT, TO 3J0YMBIIUICHHUKH

moaydatr A0CTYII TOJbKO K OJJHOMY MECTY, @ HC BO BCC Cpa3y.

DJIEKTPOHHBIC TeHbI'N

DNEeKTpOHHbIE JIEHBIM — O3TO OYEHb YOOOHBIM crmoco0 miaTexei, OJHAKO
CYILIECTBYIOT MOIIEHHUKHU, KOTOPBIE XOTAT MOJIYYUTh 3TU JE€HBIU.

DNEKTPOHHBIE JEHbIM MOSBIJINCh COBCEM HEJNABHO M MMEHHO H3-3a 3TOr0 BO
MHOT'MX FOCYJIapCTBaXx /10 CUX MOp HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (DYHKIIMOHMPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, Te MX
pa3ieNaloT Ha HECKOJbKO BHJIOB - aHOHMMHBIE U HE aHOHUMHbIE. Pa3Huna B TOM, 4TO
AHOHHMMHBIC - 3TO T€, B KOTOPBIX pa3peliaeTcs MpOBOAUTH onepanuu 0e3 uaeHTUGUKaIuu
MOJIb30BaTeNil, a B HE AaHOHUMHBIX WJICHTU(UKAIIMK TOJIB30BATENsl  SIBISETCS
00s13aTeIbHOM.

Taxxe crmegyer  pa3nuyaTh  OJEKTPOHHBIE  (UAaTHBIE  JEeHBIH  (PaBHBI
rOCy/IapCTBEHHBIM  BalllOTaM) U JJEKTPOHHBbIE HeduaTHble JeHBIW (HE paBHBI
rOCYJJapCTBEHHBIM BATIOTaM ).

OcHOBHBIE COBETHI 110 0e30MacHOM padoTe ¢ JJIEKTPOHHBIMHU IeHbIaMM

1. [MpuBsku Kk cueTy MOOWIBHBINA TenedoH. DTO caMmblii yIOOHBIA H

OBICTPBIN cITOCO0 BOCCTAHOBHUTH JIOCTYM K cueTy. [IpuBsizanubIii TenedoH TOMOXKET,

ecau 3a0yJenib CBOM MIIATEXXHBIM Mapoiib WK 3aiJelllb Ha CalT C HE3HAKOMOTO

YCTpPOWCTBA;



2. Hcnone3yit omHopas3oBbie maponu. llocie mepexonga Ha YCHUIIEHHYIO
aBTOpU3alMI0 TeOe yke He OyAeT yrpoxaThb OMAacHOCTh KPakd WJIM IepexBara
IJIaTEKHOTO NapOoJIs;

3.  BeiOepu cnoxubiii napois. [IpectynHukam OyaeT He IPOCTO yrajaarb
CJIOXHBIN maposib. HasexxHple mapoiaum — 3TO Mapoiiv, KOTOPhIE COIepkKAT HE MEHEe
8 3HAKOB M BKJIIOYAIOT B C€0s1 CTPOYHBIE U MPOIMHUCHBIE OYKBBI, TU(PPHI U HECKOJIBKO
CUMBOJIOB, TakM€ KakK 3HaK Joiuiapa, (QyHTa, BOCKIMIATENbHBIA 3HAK M T.II.
Hanpumep, StROng!;;

4, He BBOJH CBOM JIMYHBIC JaHHBIC HaA CaﬁTaX, KOTOPBIM HC NOBCPACHIb.

DJIEKTPOHHAS MOYTA

DJIEKTpOHHAsI TIOYTa — 3TO TEXHOJIOTHUS W TMPEIOCTABISIEMbIE €10 YCIYyTH [0
MEPEChUIKE M TIOJYUYCHHIO DJICKTPOHHBIX COOOIIEHUN, KOTOPBIE pacCIpeestoTcs B
KOMITbIOTEpHON ceTHu. OOBIYHO AJICKTPOHHBIN MOYTOBBIN SIIUK BBITISIUAT CICAYIOUTAM
o0pa3oM: UMs_TMOIB30BATEISI(@HUMS_JOoMeHa. Takke Kpome Tepejadd MpOoCTOro TEKCTa,
UMEEeTCsI BOBMOXKHOCTD TlepeiaBaTh (haubl.

OcHOBHBIE COBETHI 10 0e30NMacHoi padoTe ¢ JIEKTPOHHOM MOYTOM:

1. Hano BeIOpaTh mpaBuibHBIN MOYTOBBIN cepBuc. B MHTepHeTe ecTh

OTPOMHBIN BBIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYUIllEe JOBEPSATH TEM,

KOT'O 3HACIIb U KTO MEPBBIA B PEUTUHTE;

2. He yxkaspiBaii B nuuHOM moute Ju4Hyr uHbopMmanuio. Hampumep,

JydIlie BBIOpaTh «MYy3bIKIBHBIA (paHaT@» win «pok2013» Bmecto «temal3»;

3. Hcnonp3yil IBYyXdTalHyl0 aBTOpPU3ALMI0. JTO KOrJa MOMUMO MapoJs

HY’KHO BBOJIMTH KOJI, MPUChUIaE€MbIi 10 SMS;

4, BriGepu cinoxHBIM mapodb. s KakJaoro modToBOTO SIIUKA JTOJKEH

OBITH CBOI HA/ICKHBIN, YCTOMYMBBINA K B3JIOMY MApOJIb;

o. Ecnu ecTb BO3MOXHOCTH HalucaTb CaMOMY CBOHM JIMYHBIM BOIIPOC,

HCIOJIb3YH 3TY BO3MOKHOCTB;

6. Hcnonb3yli HECKOJIBKO IOYTOBBIX AIIMKOB. llepBwlii a1t 4yacTHOU

MEPEINUCKU C aJpecaTamMu, KOTOPbIM Thl JIOBEpsi€llb. JTO 3JIEKTPOHHBIA aJpec He

HAJI0 UCTIOIB30BATh MIPU PETUCTPAINK HA (POpyMax U calTax;

1. He otkpsiBail (aitnbl v Apyrue BIOXKEHUS B MUChbMax JIake €CIIM OHU

MPUIILTA OT TBOUX Jpy3eil. Jlydie yTouHM y HUX, OTHPABISIIN JIM OHU TeOe ATU

dbailibl;



8.  Ilocne okoHuyaHusi pabOTBHI Ha MOYTOBOM CEPBHUCE MEPEA 3AKPHITUEM

BKJIaJIKH C CaiTOM He 3a0y/1b Ha)KaTh Ha «BeiidTi».

KuoepOovJaJauHT WJIH BUPTYVAJIBHOE U31EBATEJILCTBO

KubepOymmuar — mnpeciienoBaHue COOOIICHUSIMHU, COJEPKAIIUMU OCKOPOJICHMUS,
arpeccuio, 3alyruBaHUe; XYJIUTAaHCTBO; COLMAIbHOE OOWKOTHPOBAHUE C MOMOILBIO
Pa3IUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHbBIE cOBETHI 10 00pble ¢ KNOEpPOyIJIMHIOM

1.  He Opocaiicsa B 60ii. Jlyummuii cnoco0: TOCOBETOBATHCS KaK ce0sl BECTH

U, €CJId HET TOro, K KOMY MOKHO OOpaTUThCS, TO BHa4ajle YCIOKOUThCS. Ecnu Thl

HaYHEeIlb OTBEYaThb OCKOPOJEHUSIMU Ha OCKOPOJIEHUs, TO TOJBKO elle OOoJblie

pa3oxoKelb KOH(IIUKT;

2.  Ynpapnsi cBoed kuOeppenyranuei;
3. AHOHMMHOCTb B ceTH MHUMAas. CylIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO

CTOUT 32 AHOHUMHBIM aKKayHTOM;

4, He crtout BecTu Xynuranckuii o0pa3 BUpTyaldbHOW *U3HU. HTEpHET

¢ukcupyer Bce TBOM JAEUCTBHS M COXpaHsSeT UX. YJaduTh HX OylneT KpaiiHe

3aTpyIHUTEIHHO;
5. Benmu cebs BexIUBO;
6.  Urnopupyit enunuuHbiii HeratuB. OJHOpa30Bble OCKOPOUTENbHbBIE

COOOIIeHHUS JTy4llle HITHOpUPOBaTh. OOBIUHO arpeccus MPeKpaIaeTcss Ha Ha4YaabHOM
CTaJuu;

7. ban arpeccopa. B nmporpammax oOMeHa MIHOBEHHBIMH COOOIIICHUSMH,
B COIMAJBHBIX CETAX €CTh BO3MOXKHOCTH OJOKHMPOBKH OTIPABKHA COOOIIEHUI C
ONpEIETICHHBIX aIPECOB;

8. Ecnu T1bl cBHuzerenbs KuOepOysuinHra. TBoM JEWCTBUS: BBICTYIUTD
MPOTHB MpeciieloBaTeNsd, IO0Ka3aTh €My, YTO €ro JEWCTBUS OLIEHUBAIOTCS
HETaTUBHO, MOJJIEPkKATh KEPTBY, KOTOPOH HY)KHA IICUXOJOTMYECKas MOMOIIb,

COOOIIUTH B3POCIBIM O (DaKTe arpeCCUBHOTO TTOBEJICHUS B CETH.

MobouanHbIN TeJe(hoH

CoBpemenHbIe CMapTPOHBI W TUIAHIIETHI COJEPKAT B cebe BIIOJHE B3POCIBIN
(GyHKITMOHAI, U TETePh OHU MOTYT KOHKYPHPOBATh CO CTAIlMOHAPHBIMU KOMITHIOTEPAMHU.

OnHako, CpefCTB 3alIUTHI JJIs1 TOJAOOHBIX YCTPONCTB MOKa OYEHb Mayio. TecTupoBaHUE U



MOUCK YSA3BUMOCTEN B HUX MPOUCXOIUT HE TaK MHTEHCHUBHO, Kak s IIK, To xe camoe
KacaeTcsl U MOOMJIBHBIX MPUIIOKEHHM.

CoBpemeHHbIE MOOWJIBHBIE Opay3epbl Y€ MNPAaKTHYECKH JOTHAIM HACTOJIbHbBIE
aHaJIOTH, OJHAKO pacliupeHue (PyHKIMOHANa BJIEUYET 3a COOOM OOJIBIIYIO CIOXHOCTh U
MEHBIIYIO 3aUUIIEHHOCTb.

Jlaneko He Bce MPOU3BOAMUTENM BBINYCKAIOT OOHOBJIEHUS, 3aKpbIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH JIJIsl CBOMX YCTPOMNCTB.

OcHOBHBIE COBETHI 1JIs1 0€30MAaCHOCTH MOOMJIBHOTIO TeJiedoHa:

1.  Bynp octoposkeH, Be[p Korjaa Tede mnpeayiaralorT OecruiaTHbIi KOHTEHT,

B HEM MOTYT OBbITh CKPBITHI KaKHE-TO IJIATHBIE YCIYTH;

2. Hymaii, npexxae yem oTnpaButh SMS, ¢oro umu Buaeo. Tel TOUHO

3Hacllb, I'’IC OHU 6yI[YT B KOHEYHOM HTOTE?

3.  Heo6xomumo 0OHOBISATH ONEPAIIMOHHYIO CUCTEMY TBOEr0 cMapTQoHa;
4.  Hcnonbp3yit aHTUBUPYCHBIC IPOTPAMMBI JIJISI MOOMJIBHBIX TEJIC(POHOB;
5. He 3arpyxali NpWIOKEHHS OT HEHM3BECTHOTO HCTOYHHKA, BEIb OHHU

MOTYT COJIEPIKaTh BPEIOHOCHOE TIPOrpaMMHOE 00ECTICUCHHUE;

6. Ilocme Toro kak Thl BBIHIEIIHP C CaiTa, TJ€ BBOAWI JIMYHYIO
uH(dOpMaINIo, 321 B HACTPOUKHU Opay3epa u ynanu cookies;

7.  Tlepuogwuecku MpoBepsii KaKWe IUIATHBIC YCIYTd aKTHUBHPOBAHBI HA
TBOEM HOMeEpE;

8.  [amaii cBOIi HOMEp MOOMIBHOTO Tesie(pOHA TOIBKO JOSM, KOTOPBIX ThI
3HaeIIb U KOMY JTOBEPSICIIb;

9. Bluetooth nomkeH ObITH BBIKIIOUEH, KOT/Ia ThI UM HE TIOJIB3yenibes. He

3a0bIBail MHOT]A TIPOBEPATH ITO.

@OUINUHT WIN KPAXKa JHYHbIX JIAHHBIX

I'maBHas Oocjb (1)I/IHII/IHF - BHJAa HHTepHeT-MOIHeHHI/ILIeCTBa, COCTOUT B IIOJIYYCHHU

KOH(HICHIINATBHBIX JaHHBIX TOJIK30BaTEICH — JIOTMHOB M mapojeil. Ha anrmuiickom
s3pike phishing uutaercs kak ¢ummear (ot fishing — peibHas moBms, password —
MapoJib).

OcHOBHBIE COBeTHI 110 00pb0e ¢ PUIIMHTOM
1. Crnenu 3a cBOMM akKayHTOM. Eciii Thl M0/103peBaeib, YTO TBOSI aHKETa
Obl1a B3JIOMaHa, TO HEOOXOUMO 3a0JIOKUPOBATH €€ U COOOIINTH aIMUHUCTPATOPAM

pecypca 00 3TOM KaK MOXHO CKOpee;



2.  Hcnonw3yit 6e3onacHble BeO-CallThl, B TOM YUCJIE, MHTEPHET-Mara3uHoB
Y TIONCKOBBIX CHUCTEM;

3.  Hcnonp3yiél cinokHble W pa3Hble Maposd. Takum oOpa3oMm, eciu Teds
B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH TMOJyd4aT JOCTYyN TOJBKO K OJHOMY TBOEMY
po U0 B CETH, a HE KO BCEM;

4.  Eciu T1ebs B3i1OMald, TO HEOOXOAUMO MpPEAYNPEIUTh BCEX CBOMX
3HAKOMBIX, KOTOpbIE J0OaBJEHbl y T€0S B APY3bsSX, O TOM, YTO T€Os B3JIOMaIH WU,

BO3MOXXHO, OT TBOCTIrO HMCHH 6y):[eT pacCollIaThCA CllaM U CCBLIIKKM Ha (1)I/II]_II/IHFOBBIC

CalTBhI;
5. YcranoBu HaaexHbI mapoib (PIN) Ha MoOuIbHBIN TenedoH;
6. OTkiroun coxpaHeHue naposisi B opaysepe;
7.  He orkpsiBail (ailsibl U Apyrue BIOKEHUS B MUChMAaX Jaxe €CIU OHU

OPUILIM OT TBOMX Apy3eil. Jlydiie yTouHM y HHUX, OTHIPABISIN JIM OHU TeOe ATU

(aitbl.



